
Chapter 2: Installation 

2.1 Environment Preparation 

The Proactive Risk Alerts Platform currently supports the following environments: 

1. Linux operating systems with x86_64 architecture. Recommended OS versions: CentOS 7.9 or later, 

Ubuntu 20.04, Ubuntu 22.04. 

2. Domestic independent innovation (Xinchuang) systems with arm80 and arm82 architectures. 

 

Notes: 

➢ arm80 and arm82 architectures correspond to different installation packages. Confirm the current environment 

architecture before selecting the appropriate package. 

➢ Architecture verification method: 

1. Locate the check_arm_level.sh script in the installation package and grant it executable permissions. 

2. Run the script： 

⚫ If the output is aarch64v80compat, the architecture is arm80. 

⚫ If the output is aarch64, the architecture is arm82. 

As shown in the figure below, the output aarch64v80compat indicates an arm80 environment. 

Performance requirements are related to the number of clients. Recommended configurations for different scales are as 

follows (higher hardware specifications are advised, as future feature expansions will increase performance demands): 

 

Performance requirements are correlated with the number of clients, and recommendations for different scales are as 

follows: (It is recommended to use servers with better performance. As more features are added in the future, the 

performance requirements for the servers will be higher.) 

Number of 

Clients 

Configuration Type Memory CPU Cores/Threads Disk Space 

1,000 Recommended 32 GB 8 Cores / 16 Threads 50 GB 

5,000 Recommended 64 GB 16 Cores / 32 Threads 100 GB 

 



2.2 Installation 

Important Notes Before Installation!！ 

1．The deployment process will modify configuration files with the .yaml extension. Please pay attention to the 

following： 

1) Back up the files before making modifications. 

2) YAML files use indentation to represent data hierarchy. Spaces must be used for indentation (tabs are not allowed). The 

number of indentation spaces must be consistent; otherwise, parsing errors will occur. 

3) YAML files use indentation to represent data hierarchy. Spaces must be used for indentation (tabs are not allowed). The 

number of indentation spaces must be consistent; otherwise, parsing errors will occur. 

Online YAML validation tool: https://www.bejson.com/validators/yaml_editor/ 

2. Install the platform using the root user. 

3. Before installation, ensure network connectivity is normal between： 

o The Proactive Risk Alerts Platform and port 8236 of the server. 

o The server and its database. 

1. Copy the project installation package oanalysis.tar.gz from the compressed file StatisticalSystem-<version 

number>.zip to the /usr/local directory. 

2. Extract the installation package 

 

 

3. Elevate permissions and modify the directory owner 

chmod 777 -R /usr/local/oanalysis/pgsql chmod 777 -R 

/usr/local/oanalysis/clickhouse chown 1001:1001 -R 

/usr/local/oanalysis/pgsql 

4. Install Docker 

sudo sh /usr/local/oanalysis/shell/docker-install.sh 

After installation, execute systemctl status docker. If the status is displayed as active (running ) and shown in the figure below, 

Docker has been installed successfully. 

tar zxvf oanalysis.tar.gz 

https://www.bejson.com/validators/yaml_editor/


 

Before installation, first check if Docker is installed in the environment. Run the command docker --version to verify 

the version. If the version is lower than 27.3.1, you need to uninstall it first and then install the Docker included in the 

Proactive Risk Alerts Platform installation package. 

 

5. Configure the source database (i.e., the database of the AnySecura server) 

vim /usr/local/oanalysis/oanalysis/config/config.yaml 

Search for the keyword 【ocular:】 and modify the value of link as follows: 

Link: 

"database_type:database_account:database_password@tcp(database_address:port)/database_nam

e" 

link Example 1: 

"mssql:sa:123456@tcp(192.168.2.50:1433)/OCULAR3?encrypt=disable" 

link Example 2: 

"mysql:root:123456@tcp(192.168.2.64:3306)/OCULAR3" 

⚫ Database type: 

For SQL Server, enter mssql and append ?encrypt=disable at the end. 

For MySQL, enter mysql with no need to append ?encrypt=disable. 

⚫ Database account and password 

Use an account with read permissions for the OCULAR3 database and the log database OCULAR3_DATA.YYYYMMDD. 

⚫ Database server address 

AnySecura database address:port 

⚫ Database name 

Only OCULAR3 is allowed. 



 

Note: Enter the database password in plain text. After starting the service, the service will automatically encrypt the 

password and save it to the configuration file. 

When the database is MySQL 8.0 or later, the default authentication method for accounts is 

caching_sha2_password, which needs to be modified to mysql_native_password for the Proactive Risk Alerts 

Platform to connect normally. 

Steps: 

1.Obtain the current password hash value of the user 

SELECT authentication_string FROM mysql.user WHERE user='root'; 2.Modify only the user 

authentication method without changing the password 

ALTER USER 'root'@'%' IDENTIFIED WITH mysql_native_password AS 'hash_value ';  

FLUSH PRIVILEGES; 

 

6. Configure the connection server and stateless authorization verification 

vim /usr/local/oanalysis/owss/config.ini 

➢ Modify the value of server to the IP address of the AnySecura server. 

 

 

 

 

 

 

➢ Configure stateless authorization verification. 



[auth] 

 

function=docasset inneraccount=test 

innerpwd=123456 authid=65537 

authkey=7f7367bea17bf31c2048ab88af6b5a22d032479e 

 

⚫ function: Supported function functions 

⚫ docasset: Document assets 

⚫ inneraccount/innerpwd: Administrator account/administrator password. The configured account must have the 

functional permission Parameter Settings - Server Settings and full management scope. 

⚫ authid: Authorization ID, default value is 65537. It must be consistent with the authid in 

/usr/local/oanalysis/oanalysis/config/config.yaml. 

⚫ authkey: Authorization key, default value is 7f7367bea17bf31c2048ab88af6b5a22d032479e. It must be consistent with 

the authkey in /usr/local/oanalysis/oanalysis/config/config.yaml. 

Notes: 

1. authid and authkey can be custom-modified by searching for the corresponding keywords in the 

/usr/local/oanalysis/oanalysis/config/config.yaml file. After modification, ensure that the relevant configurations in the 

/usr/local/oanalysis/owss/config.ini file are updated synchronously to maintain consistency between the two. 

2. If not configured or configured incorrectly, the "File Classification Statistics - Download Count" in Data Security - Document 

Operations - Document Operation Statistics will display as empty, and the "Document Classification" in the query criteria will also 

display as empty. 

7. Configure the document asset collection tool configuration file (optional step, only required if the Document 

Asset Map function is to be used). 

vim /usr/local/oanalysis/asset/odocassetserver.ini 

The configuration content is as follows: 

[GLOBAL] SERVER=192.168.2.108 [CBH CONFIG] 

DOMAINS=test08.com DISPATCH_COUNT=10 

[CONFIG] HTTP_SERVER=0 MAX_CONNECTION=500 

AssetPath=/ 

⚫ SERVER: IP address of the connected AnySecura server. 

⚫ DOMAINS: External domain name of the machine hosting the Proactive Risk Alerts Platform / IP address of the machine 

where the Proactive Risk Alerts Platform is deployed. 

- If clients need to upload scan results to the document asset collection tool from an external network, a domain name 

can be used for connection and upload. 

- If within an internal network, the IP address of the Proactive Risk Alerts Platform machine can be entered for 

connection. 



⚫ DISPATCH_COUNT: Maximum number of clients allowed to upload files simultaneously. 

⚫ HTTP_SERVER: Connection protocol for the web page displaying the connection status of the document asset collection 

tool. 

- 0 / Not configured: HTTPS 

- Non-0: HTTP 

⚫ MAX_CONNECTION: Maximum number of clients allowed to connect simultaneously. 

⚫ AssetPath: Storage path for the data list. Fixed value: / (the data list will be stored under /pend). 

8. Modify the PostgreSQL database password (optional step) 

This step is only required if you need to change the default account credentials (default account: postgres, password: 

postgres). The modification steps are as follows: 

(1) In /usr/local/oanalysis/docker-compose.yml, search for the 【pgsql:】 section and modify the value of the 

POSTGRESQL_POSTGRES_PASSWORD parameter to the new password. 

 

(2) In /usr/local/oanalysis/oanalysis/config/config.yaml, search for the 【database:】 section and modify the password 

in the database connection string link under default. 

link: pgsql:postgres:new_password@tcp(pgsql:5432)/oanalyze 

 
9. Modify the ClickHouse database password (optional step) 

This step is only required if you need to change the default account credentials (default account: default, password: 

default). The modification steps are as follows: 

(1) In /usr/local/oanalysis/docker-compose.yml, search for the 【clickhouse:】 section and modify the value of the 

CLICKHOUSE_DEFAULT_PASSWORD parameter to the new password. 



 
 

(2) In /usr/local/oanalysis/oanalysis/config/config.yaml, search for the 【database:】 section and modify the link 

under clickhouse: 

link: clickhouse:default:new_password@tcp(clickhouse:9000)/ocular3 

 

10. Execute the initialization script 

sh /usr/local/oanalysis/shell/init.sh 

 
11. Execute the script to start containers and set up auto-start on boot 

sh /usr/local/oanalysis/shell/oanalysis.sh 



 
12. Verify the service status 

docker ps 

 

Check for 5 containers with the IMAGE field values: oanalysis, clickhouse, owss, postgresql, and assettool. The service is 

considered normal if there are no errors, all containers exist, and the PORTS field of each container is not empty. 

13. Access and Login 

The default access address is http://<Proactive Risk Alerts Platform IP>:8808. Use the AnySecura server administrator 

account to log in. 

 

Accounts, passwords, and ports of related components after installation： 

• PostgreSQL: Default account: postgres, password: postgres, port: 5432 

• ClickHouse: Default account: default, password: default, port: 8123 

• OWSS: Default port: 8487 

• Oanalysis: Default port: 8808 

Common errors: 

After installation, when running docker ps -a to check containers, some ports show as empty, indicating that the service 

failed to start. 

 

 

 

 

 

 

 



 

Troubleshooting steps: 

1. Use the docker logs [CONTAINER_ID] command to check the image logs. Replace [CONTAINER_ID] with the actual 

container ID or name (e.g., docker logs oanalysis). If there is an error message related to permission denied, it 

indicates insufficient permissions. Elevate permissions and modify the directory owner using the following 

commands: 

chmod 777 -R /usr/local/oanalysis/pgsql   

chmod 777 -R /usr/local/oanalysis/clickhouse   

chown 1001:1001 -R /usr/local/oanalysis/pgsql   

2. After elevating permissions, perform the following steps: 

⚫ Uninstall containers   

sh /usr/local/oanalysis/shell/uninstall.sh   

⚫ Execute the script to start containers and set up auto-start on boot 

sh /usr/local/oanalysis/shell/oanalysis.sh   

2.3 Start/Stop the Service  

#Check service status 

docker ps -a 

 
Check for 5 containers with the IMAGE field values: oanalysis, clickhouse, owss, postgresql, and assettool. The service is 

running normally if there are no errors and all containers exist. 

#Script to start containers 

sh /usr/local/oanalysis/shell/start.sh 

#Script to stop containers 

sh /usr/local/oanalysis/shell/stop.sh 

 

If no errors occur when executing the start/stop scripts, the scripts are running normally. 

 

 

 

 

 

 

 

 

 

 

 



 

 

2.4 Uninstallation 

1. Uninstall containers 

sh  /usr/local/oanalysis/shell/uninstall.sh 

 

2. Uninstall images 

sh /usr/local/oanalysis/shell/uninstall-images.sh 

 

If an error "source: not found" occurs: 

 

 

 

Perform the following steps: 

1.Elevate permissions 

chmod 777 /usr/local/oanalysis/shell/uninstall-images.sh 

2. Navigate to the oanalysis directory 

cd /usr/local/oanalysis/ 

3. Execute the script 

./shell/uninstall-images.sh 

 

3. Remove files 

rm -rf /usr/local/oanalysis 

 



Note: Uninstallation will not remove Docker. 

2.5 Upgrade 

The Proactive Risk Alerts Platform consists of oanalysis, postgresql, clickhouse, owss, and assettool, where oanalysis 

includes both frontend and backend components. 

2.5.1 Full Upgrade of Oanalysis 

Notes： 

1、Perform the upgrade as the root user. Only versions 4.87.1261.0 and above support upgrade via the upgrade 

package. For versions lower than this, follow the steps in 【2.6 Reinstallation】 . 

2、 Version 4.87.1264.0 cannot be directly upgraded to 4.88.1430.0. You must first upgrade to version 

4.88.1421.0, then upgrade to 4.88.1430.0.  

(1) Copy the upgrade package (upgrade.tar.gz) from the StatisticalSystem-<Version>.zip compressed file to any directory. 

(2) Extract the upgrade package 

sudo tar zxvf upgrade.tar.gz 

(3) Navigate to the upgrade package directory and execute the upgrade script. 

cd upgrade 

sh  upgrade.sh 

 

If an error occurs: 

 

Perform the following steps： 

chmod 777 upgrade.sh 

./upgrade.sh 

(4) Verify the service status 

docker ps 

 

Check for 5 containers with the IMAGE field values: oanalysis, clickhouse, owss, postgresql, and assettool. The service is 



considered normal if: 

• No errors are reported. 

• All containers exist. 

• The PORTS field of each container is not empty. 

The oanalysis image includes version information. After the upgrade, you can verify if the version is correct. 

2.5.2 Upgrade Oanalysis Frontend 

Notes：Perform the upgrade as the root user. 

(1) Copy the Oanalysis frontend upgrade package (4.81.0301.8001.zip) to the /usr/local/oanalysis/oanalysis/public 

directory. 

(2) Delete the old version of the Oanalysis frontend 

rm -rf /usr/local/oanalysis/oanalysis/public/dist 

 
(3) Extract the new version of the Oanalysis frontend to complete the upgrade 

unzip /usr/local/oanalysis/oanalysis/public/4.81.0301.8001.zip 

2.6 Reinstallation 

If a version of the Proactive Risk Alerts Platform lower than 4.87.1264.0 is already installed, a complete reinstallation is 

required when using a new installation package. Follow these steps: 

1. Uninstall the old version by referring to the steps in 2.4 Uninstallation (including deleting the installation directory). Note 

that the uninstallation process will delete all existing data, including but not limited to configured alert rules. 

2. Reinstall the platform by following the steps in 2.2 Install the Proactive Risk Alerts Platform. (Docker will not be removed 

during the uninstallation process, so there is no need to reinstall Docker for the new installation.) 

Note: Only versions 4.87.1264.0 and above of the Proactive Risk Alerts Platform support upgrade operations. 

 

 


